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SonarQube Static Analysis

“ »> What is SonarQube?
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Benefits of Using SonarQube For Code Reviews
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SonarQube Static Analysis
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SonarQube

Scanners

SonarQube

Scanners

> Analyzing with SonarQube Scan...
> Analyzing with SonarQube Scanner

* Analyzing with SonarQube Scanner

* Analyzing with SonarQube Scanner

* Analyzing with SonarQube Scanner

> Analyzing with SonarQube Scanner

> Analyzing with SonarQube Extensi

Plugins

Extension Guide

B

binaries.sonarsource.com/Distribution/sonar-scanner-cli/sonar-scanner-c!

Static Analysis

a

H|O|X| / Analyzing Source Code

onarQube Scanner

By SonarSource — GNU LGPL 3 — Issue Tracker — Sources
Download SonarQube Scanner 3.3
Compatible with SonarQube 5.6+ (LTS)
Linux 64 bit Windows 64 bit

Table of Contents
o Features
¢ Installation
¢ Use
¢ Troubleshooting
¢ Going Further

Features

The SonarQube Scanner is recommended as the default launcher to analyze a project with SonarQube.

Installation

1. Expand the downloaded file into the directory of your choice. We'll refer to it as <install_directory> in the next steps.
2. Update the global settings to point to your SonarQube server by editing <install_directorys/conf/sonar-scanner.properties:

e Default SonarQube server
#sonar.host.url=http://localhost:9600

3. Add the <install_directory>/bin directory to your path.
4. You can verify your installation by opening a new shell and executing the command sonar-scanner -h (on Windows platform the command is so
You should get output like this:

nsage: s

ar-scanner [ontions]
ndows.zip
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Static Analysis
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" | sonar-project properties - B 2%
oY@ BEE MNO Bl ESTH
# must be unigue in a given SonarQube instance

sonar.projectKey=my:projec

# this is the name displayed in the SonarQube Ul

sonar.projectName=My pr'ojectl

sonar.projectVersion=1.0

sonar.host.url=http://ec2-13-125-142-52 ap-northeast-2.compute.amazonaws.com:9000 I

sonar.login=861496h: 534 I

# Path is relative to the sonar-project.properties file. Replace "W" by "/" on Windows.
# Since SonarQube 4.2, this property is optional if sonar.modules is set.

# If not set, SonarQube starts looking for source code from the directory containing
# -pIo) ' jes file.

sonar.sources=./src

sonar.java.binaries:tar'get/c\asses‘
# Encoding of the source code. Default is default system encoding
#sonar.sourceEncoding=UTF-8

13 /52



SonarQube Static Analysis

>> A oA

sonarqube Q, Search for projects, sub-projects and files

A Administrator Profile  Security  Notifications  Projects

Tokens

If you want to enforce security by not providing credentials of a real SonarQube user to run your code

scan or to invoke web services, you can provide a User Token as a replacement of the user login. This
will increase the security of your installation by not letting your analysis user's password going

through your network.

Name Created

MyProject May 2. 2019 \ Revoke

Generate New Token:| Enter Token Name

New token “MyProject” has been created. Make sure you copy it now, you won't be able to see it
again!

Copyl coes19a - I

Change password

Old Password*
New Password*

Confirm Password*

change password

Embedded database should be used for evaluation purpose only
The embedded database will not scale, it will not support upgrading to newer versions of SonarQube, and there is no support for migrating your data out of it into a different database engine.

SonarQube™ technology is powered by SonarSource SA

14 / 52
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SonarQube Static Analysis

>> A oA

Al Perspective:  Overall Status Sortby: Name

Search by project name or key 2 projects

Filters

£ My project

Quality Gate

\ o® o® 4 O 00% QO o0%

0 # Bugs & vulnerabilities & Code Smells Coverage Duplications

Reliability { $ Bugs) 7 Software_Verification

and worse o

and worse []

and worse o

Security (8 Vulnerabilit

and worse o
and worse o

and worse

Maintainability (& Code sm

and worse
and worse
and worse
Coverage
= 80% o
< 80% 1
=M I Embedded database should be used for evaluation purpose only
< 50% 1 The embedded database will not scale, it will not support upgrading to newer versions of SonarQube, and there is no support for migrating your data out of it into a different database
« T " engine.
No data 1 SonarQube™ technology is powered by SonarSource SA
Version 6.7.7 (build 38951) - LGPL v3 - Community - Documentation - Get Suppart - Plugins - Web API - About k.
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SonarQube

>> A oA

Static Analysis

sonarqube

@, Search for projects. sub-projects and files.

¢ (5 My project master

May

Overview Issues Measures Code  Activity ~Administration =

19 3:38 PM

Quality Gate

Bugs Vulnerabilities
) O @

% Bugs

Code Smells

45min

Debt

Coverage

Duplications

0.0%

Duplications

24

Lines of Code

e Java HEE 24

No tags *

O G Activity

May 2, 2019
6 Vuinerabilities

Show More

Quality Gate
(Default)y SonarQube way

4 Quality Profiles
Sonar way

& Code smells [~
Key

my:project

0.0%

Coverage

0

Duplicated Blocks

Embedded database should be used for evaluation purpose only

The embedded database will not scale, it will not support upgrading to newer versions of SonarQube, and there is no support for migrating your data out of it into a different database engine.

senarQube™ technology is powered by Sonarsource SA
Version 6.7.7 (build 38951) - LGPL v3 - Community - Documentation - Get Support - Plugins - Web API - About o
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SonarQube Static Analysis

>> A oA

Administration

Configuration»  Security»  Projectsv  System  Marketplace

Marketplace

Discover and install new features

m 4 Community Edition + Installed Developer Edition Enterprise Edition Data Center Edition
v Comes with support for 9 programming Community Edition + branch analysis. Developer Edition + portfolio management Enterprise Edition + component redundancy
languages, numerous plugins, integration with SonarLint push notifications, and 16 executive reporting, parallel processing of and data integrity.
DevOps tool chains, and ability to connect to languages. analysis reports and 20 languages.
SonarLint in the IDE.
S Learn more Learn more Learn more
UM Updates Only Q pmd| X
(VLN External Analysers Support SonarQube 7.6+ and PMD 6.10.0 Homepage Issue Tracker m
Provide PMD rules to analyse Java projects Installing this plugin will also install: SonarJava Licensed under GNU LGPL 3

1 shy

Embedded database should be used for evaluation purpose only
The embedded database will not scale, it will not support upgrading to newer versions of SonarQube, and there is no support for migrating your data out of it into a different database engine.

SonarQube™ technology is powered by Sonarsource SA
Version 6.7.7 (build 38951) - LGPLv3 - Community - Documentation - Get Support - Plugins - Web API - About
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SonarQube Static Analysis

>> A oA

Administration

Configuration v Security Projects  System  Marketplace

SonarQube needs to be restarted in order to

- install 1 plugins
+ update 1 plugins

f\ 4
N\\ ), Marketplace

Discover and install new features

Community Edition + Installed Developer Edition Enterprise Edition Data Center Edition

Comes with support for 9 programming Community Edition + branch analysis, Developer Edition + portfolio management. Enterprise Edition + component redundancy
languages, numerous plugins, integration with SonarLint push notifications, and 16 executive reporting, parallel processing of and data integrity.

DevOps tool chains, and ability to connect to languages. analysis reports and 20 languages.

Sonarlint in the IDE.

e e Learn more Learn more Learn more

LU Updstes Only Q checkstyle
Checkstyle O RS Upgrade to Checkstyle 8.19 Homepage Issue Tracker )
Provide Checkstyle rules for Java projects Licensed under LGPL-3.0

Developed by Checkstyle

1 shown

Embedded database should be used for evaluation purpose only
The embedded database will not scale, it will not support upgrading to newer versions of SonarQube, and there is no support for migrating your data out of it into a different database engine.

senarQube™ technology is powered by Sonarsource SA
Version 6.7.7 (build 38951) - LGPL v3 - Community - Documentation - Get Support - Plugins - Web API - About
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SonarQube

G|

sonarqube

Administration

Configuration =  Security  Projectsw  System

SonarQube needs to be restarted in order to

- install 2 plugins
+ update 1 plugins

Marketplace

Discover and install new features

Community Edition

Comes with support for 9 programming
languages, numerous plugins, integration with
DevOps tool chains, and ability to connect to
Sonarlint in the IDE.

Learn more

PN Updates Only Q find

(LTl Exiernal Analysers

Provide Findbugs rules for analysis of Java projects

The embedded database v

Static Analysis

Administration Q, Search for projects, sub-projects and files.

Marketplace

Developer Edition Enterprise Edition

Community Edition + branch analysis,
SonarLint push notifications, and 16

Developer Edition + portfolioc management.
executive reporting, parallel processing of

languages. analysis reports and 20 languages.
Learn more Learn more
X
Use SpotBugs 3.1.11 Homepage Issue Tracker
Installing this plugin will also install: SenarJava Licensed under GNU LGPL 3

Developed by SpotBugs Team

1 shown

Embedded database should be used for evaluation purpose only

sonarQube™ technelogy is powered by SonarSource SA
Version 6.7.7 (build 38951) - LGPL v3 - Community - Documentation - Get Support - Plugins - Web API - About

Data Center Edition

Enterprise Edition + component redundancy
and data integrity.

Learn more

Il not scale, it will not support upgrading to newer versions of SonarQube, and there is no support for migrating your data out of it into a different database engine.
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SonarQube Static Analysis

>> A oA

Administration

Configuration v  Securityw  Projectsv  System  Marketplace

Marketplace

Discover and install new features

Community Edition + Installed Developer Edition Enterprise Edition Data Center Edition

Comes with support for 9 programming Community Edition + branch analysis, Developer Edition + portfolio management. Enterprise Edition + component redundancy

languages, numerous plugins, integration with Senarlint push notifications, and 16 executive reporting, parallel processing of and data integrity.

DevOps tool chains, and ability to connect to languages. analysis reports and 20 languages.

SonarLint in the IDE.

e Learn more Learn more Learn more

[N Updates Only Q pmd| X

[V External Analysers 3.2.0 installed Homepage Issue Tracker ‘ Uninstall
Analyze Java code with PMD. Licensed under GNU LGPL 3

1 shown

Embedded database should be used for evaluation purpose only

The embedded database will not scale, it will not support upgrading to newer versions of SonarQube, and there is no support for migrating your data out of it into a different database engine.

sonarQube™ technelogy is powered by SonarSource SA
Version 6.7.7 (build 38951) - LGPL v3 - Community - Documentation - Get Support - Plugins - Web API - About
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SonarQube Static Analysis

New Profile

Optional configuration file

FindBugs

Optional configuration file

Checkstyle

Optional configuration file
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TestLink TestLink

>> AAH! HAE 41

o
45 TestLin

. QEAA
*  Web 7|HtQ| HIAE #2|

* jenkins®} H1E 7t

- ChYet H1 EcfE AAED AS 7ts - redminelt A3 7t
« HAEQ 242 B 7|5 & AEAe] 2589 Fo

« Ed| #XE 0|2e HAE AH0|A &Y 7|

o Ot gAY BUM B & E-mail 21N BS Vs
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TestlLink 01

Test Project

Test Specification
HAEE ZIHS DXt Sh= Test Case=2| Tt

Test Suitel} Test CaseE &5

Test Suite ?
HAEQ| CHAO| &= HEHELE A|AEI
MEE|= o2 Test Cases2| &gt

Test Case
Test Specification2| &2 &
HE 22| 7ts

TestLink

Test Plan
X2 MASHE=E HAE

Test Suite/Test CaseE ZOol=2 A

Test Execution
Test PlanOf| [t2tA] S =l HAEES 3

HAE Z1KPass/Fail) 0 & M3

Test Report
HAE Zi 2|=8

HAE 35, 20 o f 2= 8

30 /52



01

03
04

TesLlink 7H'E

>> TestLinkQ| E|AE TZMA

Test Suite

Test Case

Test Case |[---

Test Case

TestLink

Test Report

31 /52
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TestLink A3t TestLink

01 >> A%} 5t

. 4 TestLink

1.9.18 (Metonic cycle)

New User? Lost Password?
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TestLink

TestLink AlgH

O2MHE AHA]
> OIZ=HE MM
4 Testlink  mbkimos [admin] £ =
e e e e
e ————————————
Name * |Software_Verification ]
[sv |
H-H- @ s 8 R Q

Prefix (used for Test case ID) *
€ | Source &
X, x

Project description
Normal

Software_Verification

body p

Enable Requirements feature

Enhanced features
¥ Enable Testing Priority
¥ Enable Test Automation (AP] keys)

Enable Inventory

>> There are no Issue Tracker Systems defined <<

Issue Tracker Integration
Code Tracker Integration
>> There are no Code Tracker Systems defined <<
Availability
¥ Active
¥ Public
[ Create | cancel |
290
33 /52




TestLink A3t TestLink

01 > AT DEHENA ABE 4 QU= 715

I " TEStL| N |-( sysoy [<reserved system role 1>]
03 & (5~ RS Test Project | Sv:Software Verification 4 |
04

Define Custom Fields Test Plan Management
Issue Tracker Management

Code Tracker Management

Assign Custom Fields
Keyword Management

Platformm Management

Test Specification

Test Cases created per User

34 /52



TestLink AlgH

>> Test Specification®i| A Test Suite/Test Case 444

" Testl ink  sysoy [<reserved system role 1>]
e - Y

Define Custom Fields
Issue Tracker Management

Code Tracker Management

Assign Custom Fields
Keyword Management

Platform Management

Test Specification

Test Cases created per User

TestLink

35/ 52



TestLink A3t TestLink

>»> Test Specification0|A] Test Suite 444

2 Tk Prjct Sfvare Yrfatio

Settings e oh
. . 3 ; =] b
Filters - Test Project Name
Test Case IO |S"-.-"— Software Verification
Test Case Title | Description
Software Verification
Sratus
|mpﬂ,rtance AtlﬂEhEd fiIES .
Execution type [Any] v File @ | mo iy | sug oo g
Apply| [Reset Filters!
Expand tree (Collapse tregl
|| Softiware_Verification (0}
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TestLink A3t TestLink

01 >> Test Specificationt|A] Test Suite 244
2 Tt Projct:Sftare Vet
03 Settings - Create Test Suite
|LI|;:-|:IatE tree after every operation | | Sayve || Cancel |
04
Filters 4 || Test Suite Name
i i
Test Case ID Sv- [TestSuute 4 HAE
Test Case Title | Details
Status Select Some O ¥ | Source E_"J — =
Importance Select Some O Normal - B 7 U % |X
Execution type [Any] v
TestSuite A4 EH|AE
lApply| [Reset Filters)
[Expand tree Collapse tregl
| ] Software_\Verification (0)
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TestLink AlgH

01 >> Test SpecificationOllA] Test Suite 444 &0l
2
R Sﬂtﬁngs <l
- Update tree after every operation
04
Filters "

Test Case D |5-.u.-_

Test Case Title |

Skatus Lelact Some Ootions

Importance Salect Same Ootion:

Execution type [Any] N

lApply [Reset Filters!

Expand tree [Collapse tree

4 ] Software_Verification (0)

+ [_] TestSuite 44 H[AE [0)

TestLink
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TestLink A3t TestLink

>> Test Suite0l|A] Test Case MM

m Mavigator - Test Specification
Settings

|Llp1:late tree after every operation

@
Test Suite Operations = & [ x5 (=R EITAL F-f|

Test Case Operations -/ || @ 58 2l 8l #

Filters
Test Case ID [5v- Test Suite : TestSuite 454 HAE
Test Case Title | Details
Test Sute TestSuite 44 BHAE
Status
Importance Keywords: Mone
Execution type [Any]

[Apply| [Reset Filters

[Expand treel [Collapse tree

4 (] Software_Verification (0)
- [ 7] TestSuite 44 EH|AE (0)

Attached files :

File @ mosw | seus megg Title/na

39 /52
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TestLink AlgH

>> Test Suite0l|A] Test Case MM

Test Suite : TestSuite 44 ElAE - Create Test Case

| Create || Cancel | | check to create another test case after saving

Test Case Title

|TestCase 44 HAE |

Summary

| Source o iz = ERN=

MNormal ~-[/B I U 8 |x, ¥ |=-H-@3 s B B Q

HE i8S HAES =X 715

body p

Preconditions

| Source o iz = ERN=

MNormal ~-[/B I U 8 |x, ¥ |=-H-@3 s B B Q

HIAE A EH LY

TestLink
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TestLink A3t TestLink

>> Test Specification0i|Af Test Case 444 =0l

-

Settings - ||
- 5V-1: TestCase 44 E|AE - Version 1 ﬂ @
|Llpdate tree after every operation |
Test Casa D |S'I|||II_ I}ILEI LHEE ]:”ﬁtﬁl‘ltxl ?lg
Test Case Title |
Preconditions
Test Suite L HAE ®HEZH 0/
Status
S | Create step |
Execution type [Any] v
Status : | Draft 2 Importance : |
\Apply [Reset Filters] Estimated exec. (min) : | | Save |
[Expand tree [Collapse treg
Keywords: MNone

4 ] Software_Verification (1)
4 ) TestSuite &4 HIAE (1)
=] SV-1:TestCase 44 HA=
|

41 /52




TestLink A3t TestLink

>> Test Case O|A] AH| Test Step A

m Create Step - Test Case: SV-1:TestCase 4 E|AE - Yersion: 1

SV-1: TestCase 4 EIAE - Version 1 ﬁ @

Summary
HE LES HAESER ?&

Preconditions
BIAE FHZEH 2

| Save || Save &exit || Cancel |

Expected Results Execution

# Step actions

= | B I &E-| % W EF =

| Manual v

1
= | B I - B F

body p A

| Save || Save & exit || Cancel

42 / 52



TestLink AJaH TestLink

01 >> Test Case A &t9]

@

5V-1: TestCase 44 El-E - Version 1 ﬂ @

”i‘lﬂu- Summary
HH LEE HAESHEE] 7|2

Preconditions

BAE HHZ=H 28

Eﬂﬂ Step actions Expected Results Execution
1 Create Step HES SELCY, Step 44 EHH0| LH2CE, Manual a o
2 Step actions O LEEE RI& F HEELC Step O LiE0| HrHEICH Manual (% W)
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TestLink AlgH

>> Test Plan M

Test Project |: Sv:Software_Verification #]

Test Plan Management

TestLink

Test Plan Management - Test Project Software_Verification

Name Test Plan E{|~E 444

Description —

| pt < |Source 2 i= =

Mormal - I U =

Test Plan HIAE M4
bedy p

Active

Public

| Create || Cancel |
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TestLink AlgH

>> Test Plan Builds/Releases

TestLink

Current Test Plan: (7 B Build management - Test Plan : Test Plan HAE 44

Test Plan E|AE A4 v | 0K |

Test Plan Management
Builds / Releases

Milestones

Access Execute Tests RO
Test Cases Assigned to Me
Test Reports and Metrics
Metrics Dashboard

Add / Remove Platforms

Add / Remove Test Cases

Assign Test Case Execution

Set Urgent Tests

Update Linked Test Case Versions

Show Test Cases Newest Versions

Create a new Build

Title version 1.0

Description -
< | Source 2 = 1=

MNaormal ~-{|B I U &

HIY builds/release

Active

Open

Release date 02/05/2019 | 5 &5 / 52




01

03
04

TestLink AlgH

Current Test Plan:

>> Test Plan0]| Test Case mapping

Test Plan B|AE 44 - | 0K |

Test Plan Management
Builds / Releases

Milestones

Access Execute Tests RO
Test Cases Assigned to Me
Test Reports and Metrics

Metrics Dashboard

Add / Remove Platforms

Add / Remove Test Cases

Assign Test Case Execution
Set Urgent Tests
Update Linked Test Case Versions

Show Test Cases Newest Versions

TestLink
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TestLink AlgH

>> Test Plan0]| Test Case mapping

TestLink

m Tet Pl Test Pan A 4 - A et o

( ﬁl\ _ﬂ_

Test Plan Test Plan BHAE ..

Tests Grouped By Test Suite

Update tree after every operation

Assign to user on add | -.I on buile

Check/uncheck all Test cases for| adding |

Filters

Test Case D |8V-

Test Case Title |

Test Suite

Status [Any]
Importance [Any]
Execution type [Any]

\Apply| [Reset Filters |Advanced Filters|

[Expand tree Collapse tree [Show Full (on right pane)

4 ] Software_Verification
- ] TestSuite 44 HAE (1)

Test cases with Latest Version with status with

TestSuite 44 HAE

W Test Case
LR

: TestCase M4 HAE
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TestLink AJH TestLink

>> Test EngineerdtH| Test Case &

Test Plan : Test Plan E|AE 44 - Add Test Cases to Test Plan [F

Assign to user on add | sysoy + | on build | version 1.0 % | Send mail notification to tester

Check/uncheck all Test cases for | adding || removal | | Add selected || Save order

Test cases with Latest Version with status with one of these values (Obsolete, Future) will not be displayed in this screen

TestSuite 44 HAE

i Test Case
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